Kaitiaki
Kindergartens

Operational Policies
5.02 Privacy and Confidentiality Policy

Classification: Quality and Risk Date: February 2023
Applies to: All Employees Review Date: February 2025
Approved by: General Manager

Purpose:

To ensure that all employees are aware of their responsibilities regarding the collection, storage
and disclosure of personal information.

References:

® @ o o o

Privacy Act 2020

Kindergarten Teachers Collective Agreement (KTCA)
State Sector Act 1988

Employment Relations Act 2000

Current Employment Agreements

Staff Code of Conduct

Children’s Act 2014

Definition:

Kaitiaki Kindergartens — is referred to as ‘The Association’

Head Teachers and Centre Managers — are referred to as Service Leaders

Professional Practice Leaders — are referred to as PPLs

Kindergartens and Early Learning Centres — are referred to as services

Personal information is any information about an individual that enables that individual to be
identified.

The Association’s Privacy Officer is the person appointed by The Association to encourage
compliance with the information privacy principles and deals with requests. This is the General
Manager, or 2IC in the absence of the General Manager.

The Service’s Privacy Officer is the Service Leader unless the role is specifically designated to
another team member, with explicit approval of the General Manager.

National Education and Learning Priorities — NELPs considered:

Objective 3 - Priority 6: Develop staff to strengthen teaching, leadership and learner support
capability across the education workforce.

Policy

Privacy Act Compliance

The Association will ensure that the collection, use, access to, correction and disclosure of personal
information held by kindergartens and the Association complies with the requirements of The Privacy
Act 2020 (and any future amendments). The PPL is responsible for ensuring that all teachers are aware
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of their responsibilities and will advise teachers on the correct procedures to follow when requests
from other services or parties are made for personal information.

All staff must complete the Privacy Commission’s free online modules:
Privacy ABC for Schools; and
Privacy 101

Procedure

Notifiable Privacy Breaches

If there has been a privacy breach that has caused serious harm to someone (or is likely to do so), it
must be notified to the Office of the Privacy Commissioner as soon as possible. It is an offence to fail
to notify the Privacy Commissioner of a notifiable privacy breach.

If a notifiable privacy breach occurs, then it must also be notified to the affected person/people as
soon as possible after the breach.

Role of the Service’s Privacy Officer
The role of the service’s privacy officer is to oversee privacy throughout the service and report any
potential or actual breaches of privacy to the Association’s privacy officer.

They are a point of contact for staff, whanau and community members to discuss any potential or
actual breaches of privacy within the service.

Privacy Act Principles
A complete description of “The Privacy Act” principles is shown in Appendix 1.

Signed: Q(%Mw\ Date: 06/09? /Z/(/

Tara Solomon \
General Manager

Endorsed by the Kaitiaki Kindergartens Board at the Board Meeting of 6 March 2024
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Appendix 1 - Privacy Act Principles
A complete description of “The Privacy Act” principles are available from the Privacy Officer or
online at http://www.legislation.govt.nz/act/public/2020/0031/latest/LMS23223.htmI#LMS233189.

A number of the principles have exceptions, in all cases these should be referred to the Privacy

Office.

The Privacy Act 2020 has 13 privacy principles that govern how you
should collect, handle and use personal information.

L
5
B

You can only colect personal information if it is for a lawful purpose ond the information

1% necessary for that purpose. You shoukd not require identifying mformation if it 15 not
necessary fof your purpose.

You zhould generally collect perzonal information directly from the person it iz gbout.

Becouse that won't always be poszible, you can colect t from other people in certan

situations. For instance, if:

e the person concemed gives you Permission

« colecting it in another way would not prejudice the perzon’s interests

« colecting the information from the person directly would undermine the purpose of
codection

* you ore getting it from g publidy avalable source

When you collect personal information, you must toke reazonable steps to make sure
that the person knows:

e why it'z being collected

e who will recerve it

e whether giving it iz compulzory o voluntary

e what will happen if they don't give you the information

Sometimes there may be good reazons for not letting o perzon know you are

collecting thew information - for example, # it would undermine the purpose of the
collection, or i it's just not pozsible to tell them.

You may only collect perzonal nformation in ways that are lawful, fair ond not
unreasonably intrusive. Toke particular core when collecting perzonal nformation
from cheidren and young people.

You must moke sure that there are reasenable zecurity sateguords in ploce to prevent
loss, misuse or disciosure of perzonal information. Thes indudes limits on employee
browsing of ather pecple’s information,

Peaple have a nght to ozk you for access to thew perzonal information. In most cases
you have 1o promptly give them their informaticn. Sometimes you may have good
reazons to refuse access. For example, d releasing the information could:

« endanger someone s safety

« create o significant likelihood of sericus horassment

* prevent the detection or investigaton of a cnme

+ breoch someone elze's prvacy
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A person has a right to ask on organization or buziness to correct their information
they think it iz wrong. Even if you don't agree thell & needs comecting. you must toke
reazonabic steps to ottoch o stotement of corect:on o the information to show the
person’s view.

Before using or disclosing perzonal information. you must take reasonabie steps to
check it 1 accurate, complete, relevant, up to date and nat mizieading.

You must not keep personal information far longer than iz neceszary.

You can generally only use perzonal mformation for the purpose you collected it. You
may use it in ways that are directly related to the onginal purpoze, of you may use
ancther way if the person gives you permission, of in other kmited orcumstances.

s dizdozure & one of the purposes for which you got the information

e the perzon concerned outhorzed the diclozure

« the mformation will be used in on anonNymous way

» discosure & necessory to avoird endangerning someone’s health or safety
* discosure 5 necessary to avoid a prejudice to the mantenance of the low

You can anly send perzonal information to someone averseas if the information will be
odequately protected. For exomple:

e the recenving perzon Iz subject to the New Zealond Privacy Act becouse they do
business in New Zealond

e the information & going to o ploce with comparobie prvacy safeguards to New
Zealond

s the recerving perzon has agreed to adequately protect the informaticn - through
model controct clauses, etc

If there aren't adequate protections in ploce, you con caly send personal information
overseas if the individuol concemed Qives you exXpress permission, uniess the purpose
is to uphold or enforce the law or to avoid endangering zomecnc's health or zafety.

A unique identifier = o number or code that identifiez a person in your dealings with
them, such az on IRD or driver's icence number. You can only as2ign your own unque
identifier to individudis where it is necessary for operational functions. Generally, you
may not assign the some identifier as uzed by another organzation. If you asugn

a unique identifier 10 people, you must moke sure thot the nzk of mezuse [such as
identity theft) is minimised.

You may only declaze perzonal information in lmited circumstances. For example, & |
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